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1 Introduction

The objective of this document is to highlight the critical steps on how to
securely write default settings to EEPROM / Data Flash memory.

For the purpose of enhancing data integrity, Dragonchip recommends users to
do following procedures,

- Download the initialized data flash hex file in programming

- Implement secure Read/Write in software

Details of the above procedures are described in this document.

Any product with configurable flash memory includes:
1. DC6688FLT

2. DC6388FD
3. DC6688FLE

Any product with non-configurable flash memory includes:
1. DC6688FST

2. DC6688FSE
3. DC6688F2R
4. DC6688F2T
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2 Data flash download in programming

Users are recommended to initialize the data flash by downloading the data file
hex code separately in programming. This procedure avoids the data flash
from being initialized in power up process, as unstable power in power up
process is possible to corrupt the data flash.

The figure below shows the location to download the data flash. While users
use the software SLP in programming, data file can also be selected in the
user interface, as indicated by the red box.

Example 1: DC6688F2SER with 16 bytes data flash
Q} SLPexe @

[ Export & Import - [ About DragonFLASH™

Device

Family [DCE688 ~]|  Pmiuwt [DCEESSFISER PartNo. [DC6688F2SER/ERD =]

SLT Board Clock Frequency Option

|DCEREBELE-TISE Revi.1 | | 4.000 > | MHe Ho. of Ports Ensble [10 =
Fimmvazs Buzzer [
ProgamFlsshSe ®B) [ -] Dawnlaad 1o IC 1™

Firmware 1D

Program File |\.\dIag0nservel’\PROJECTS\App]jsaﬁonDevelopment\Phﬂips - Birowess

Fill Tnuzed Byte: 000 (¢ 0xFF [ Read Lock Model: Ver. :(FFICE
I Diata File |-Mot 3pecified (Ophonal)- +| Brows I FFEF:FFFE-0090

2N QI b?te: L 5 I! Fead Lock
Custom Info |-Not Specified (Optional}- >| Brows Download to SLP
Ready

Example 2: DC6688F30STT
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@ o e oo D
[ operating Mode - [ Export - & Import - €9 Help - [ About DragonFL ASH™
—Device
Family [DC6688 |  Prduwt [DC6G8SFST  v|  PatMo. [DCGGSEFIOSTATISIE  ~|
—aLF Board Clock Frequency Crption
| DCEBBESLE-USE Rev32 | ’]12_000 | MHz No.of Ports Enable [ =
 Firmwaze Buzzer [
Progrem Flash Sige (KB) [Flease Select | Dounload o 1C T
Pungrann Fil: [-Please Specify- =] Elrowsel Firmeivare ID
EillIlosed Berte: O fenn =& [LEE [ Eeztag T B Model: Yer. (PF)CS
Data Filz |—NDtSpecified (Optional)- LI Browse FFFE:FFFF.0000
Fill Uamsed Bate: € 00 € DxFF [~ Eead Lock
Customm Info [-Not Specified (Optirmal)- ~] Bows| Download to SLP
i Factory Trim
& Onsite Trim
| Ready

Example 3: DC6688FL96TT

For any product with configurable flash memory, there are two options:

1) Option A
Use data file. For example, the application needs 1KB data flash. Thus,
program flash size = 94KB (95KB — 1KB).

@ 59 seisorvas et DN
mOperating Mode ~ [ Export ~ & Import ~ & Help ~ Eabout DragonFLASH™ |
—Dewice
Family [DCE688 =  Produwt [DCgGSSFLT  +|  PartNo. [DC668BFL9GTI/TH =
—=aLTP Board Clock Frequency —Ciptinn
|DCE6ESSLE-USE Revi 2 ] ’]12_000 = | MHz No.of Pors Ensble 8+
 Firmwars Buzzer [
Program Flsh Size (KB} 34 | Download 10 IC [~
Program File |—P1ease Specity- = | Brows | -~ Firmeware 1D
Fill Unused Byte: ¢ 0x00 € 0xFF & Festart Read Lock Model: Ver. :(WE)CE
Diata. File § ~| Brows | KEXLXNALNEEL
S0 T = N SN B N T Fead Lock
Custoin Info |-Not Specified {Optional)- LI Brows | Download to SLP
i Factory Trim
= Onsite Trim

| Ready

2) Option B
Include in source code. Detail can refer AppNote008. The setting is shown
below.
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Prograim Filz |—Please Specify-

LI Browse |

Fill Wnused Byte: ¢ 000 (& 0xFF ( Restart [~ Read Lock

Dita Fil: |

LI Browse |

—Firmware [0

Model: ¥er. ((WFICS
B0 0 0:0.80.0.9 0 4

Fill Mamsed Bate: 7 000 DxFF [~ Eead Lock

Cugtom Info |—NotSpeci.fied {Optionali-

= | Brows |

Download to SLP

Ready

i Factory Trim
& Onste Trim
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S oo D =
[ operating Mode - [ Export - & Import - €9 Help - [ About DragonFL ASH™
—Device
Famiy [DC6688 |  Pmduwt [DC6ESSFLT  +|  PartNo. [DCAGESFLOGTT/TH =]
—aLF Board Clock Frequency —Option
| DCEBBESLE-USE Rev32 | ’]12_000 | MHz No.of Ports Enable [ =
 Firmwaze Buzzer [
Frogram Flash Size (KB} Downlaad o IC [~

2.1 Create data flash file

To create a data flash file, users can capture the data flash content in

emulator.

Users can compile the project source code and enter the emulator mode. A
break point should be added right after the data flash is initialized. Then, users
can capture the data flash content in the memory window as shown below.

Memory 1
Address: [X:0x0100 I:I
¥:0x000100: &5 AA
¥:0x000110: 00 0o
¥:0x000120: 00 00
¥:0x000130: 00 oo
¥:0x000140: 00 0o
X:0x000150: 0O []4]
¥:0x000160: 00 0o
¥:0x000170: 00 00
¥:0x000180: 00 oo
¥:0x000190: 00 0o
X:0x0001&A0: 0O []4]
¥:0x0001B0: 00 oo
¥:0x0001C0: 00 00
¥:0x0001D0: 00 oo
¥:0x0001E0: 00 0o
X:0x0001F0: 0O []4]
¥:0x000200: RS a5

l;;-.‘flCall Stack = Locals

Users can create a bin file in Hex editor according to the data captured.
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4, read_Correct.tmp * [E=8 ol =
g, 01,02,03 , 04,05,06,07 06,09 0A,0B , OC,0D,0F, OF [H1234567E9ABCDEF,

00:§55 00 00 00 00 00 00 00 00 00 00 00 00 00 00 AAfU. . ... ...

|

The file can then be loaded to the software SLP for programming.
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3 Secure R/W on power up
In universal remote control application, it is usually required to store user
settings in EEPROM / Data Flash memory.

Below shows a typical software flow chart on power up to check the validation
of EEPROM / Data Flash memory content.

Power up

100ms delay

Secure Read

Secure Write
(Default Settings)

Settings correct?

Rest of Application

Dragonchip DragonFLASH™ 8 of 17
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3.1 Add 100ms delay

Add 100ms delay to let power stable before CPU starting any operation. The
flow chart is shown below.

Power up

100ms delay

Secure Read
Settings (EEPROM / Data Flash)

Dragonchip ™ 9 of 17
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3.2 Secure Read

The secure read is illustrated below the chart in blue.

Retry up to 3 times in 20ms

interval
Secure Read

Restore Default Settings Correct?
Settings [1]

Rest of Application

Remarks:

[1] Check Setting

To verify the read back from EEPROM / Data Flash memory, one can check
the followings:

1) Verify the checksum

2) Compare the signature

For any product with configurable Flash memory, the expected checksum and
signature must be stored together with the settings within the same page
(512-byte size) of data flash memory.

For any product with non-configurable Flash memory, the expected checksum
and signature must be stored together with the settings in data flash memory.

Suggested checksum formula = + every location’s content + constant
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Constant should neither be zero or OxFF value.
The signature is a pattern. It should avoid using OxFF.
An example is shown below.

For 16-byte Data Flash
A single byte of beginning and ending signature is recommended to indicate
the beginning and ending position of the data flash.

A single byte of checksum is also recommended for checking the content of
data flash.

Example code can refer AppNote080.

g 01 02 03 ,04 05 06 07 08 09 0A OB  OC 0D OE OF
oo 00 00 00 oo oo oo o0 15 8A &0 00 IIIIIIM-&

oao:
10

Data Flash Content
Checksum

Signature

For 64-byte Data Flash

A single byte of beginning and ending signature is recommended to indicate
the beginning and ending position of the data flash.

A single byte of checksum is also recommended for checking the content of
data flash.

Example code can refer AppNote008.
00 01 02 03,04 05 06 07 08 09 0A OB , OC 0D OE OF

=
oo:||=5§00 00 00 OO0 Oo 0o o0 00 15 8A& 60 OO0 OO0 OO OO0
10: oo oo oo 00 o0 oo oo 0o o0 00 oo oo o0 oo oo
20:y08% 00 OO0 OO OO 0o Qoo oo oo po o0 o0 o0 O

JO0:) 00y 00 00 00 00 oo

Signature Checksum Data Flash Content
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3.3 Secure Write (Restore Default Settings)

Using the example in last section “secure read”, to prepare the data before
writing default settings to Data Flash memory. Below is guideline on how to
prepare it.

Clear SRAM location with 0x00

Write Signature to SRAM

Restore Default Settings
to SRAM

Calculate and Write
Checksum to SRAM

Copy SRAM to EEPROM / Data Flash

The sequence is important, and must be followed.
The signature must be done before any data preparation.

After prepared the Default settings and written to EEPROM / Data Flash
memory, it must be verified.

An example of software implementation is shown in AppNote008 /
Appnote080.
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4 Secure R/W to update EEPROM / Data flash memory

Below shows a typical software flow chart to update EEPROM / Data Flash
memory content.

Secure Read
(Old Settings)

Secure Write
(Default Settings)

Settings correct?

Y

Secure Write
(New Settings)

Secure Read

Secure Write
(Default Settings)

Settings correct?

Rest of Application

Prior to writing new settings to EEPROM / Data Flash memory, read the old
settings (we say an image) to SRAM. For any product with configurable flash

Dragonchip
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memory, the target SRAM is expanded SRAM. For any product with
non-configurable flash memory, the target is 256B SRAM.

Then, modify the image in SRAM. Once finished, the new image is copy to
EEPROM / Data Flash memory. At this moment, validation is checked by
reading back the image.

4.1 Secure Read

Detail refers section 3.2.

4.2 Secure Write (New Settings)

Below is guideline on how to prepare new settings and write to EEPROM /
Data Flash memory

Write Signature to SRAM

Update any settings to
SRAM

Calculate and Write
Checksum to SRAM

Copy SRAM to EEPROM / Data Flash

For any product with configurable flash memory, the target SRAM is expanded
SRAM. For any product with non-configurable flash memory, the target is 256B
SRAM.
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4.3 Secure Write (Restore Default Settings)
Detail refers section 3.3.
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Copyright Notice

This specification is copyrighted by Dragonchip Ltd. No part of this
specification may be reproduced in any form or means, without the expressed
written consent Dragonchip Ltd.

Disclaimer
Dragonchip Ltd. assumes no responsibility for any errors contained herein.

Copyright by Dragonchip Ltd. All Rights Reserved.
Dragonchip Ltd.

TEL: (852) 2776-0111

FAX: (852) 2776-0996
http://www.dragonchip.com
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